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MICHIGAN'S INTERNET PRIVACY PROTECTION ACT 

Social media is a place to share personal information and can be a place to 
mine information about others. Because of this, students, job applicants and 
employees are repeatedly warned to limit what they post in social media at the 
risk of being passed over for admission, a new job or losing their current 
employment.  Some employers have demanded access to password protected 
social media as a condition to being considered for employment.  Several states, 
including Michigan, have now prohibited such coerced access to social media.  

In the closing days of 2012 Michigan enacted the Internet Privacy Protection 
Act (the "IPPA"). The IPPA prohibits employers and educational institutions from 
requesting access to employee, applicant or student  "personal internet 
accounts."   This applies to both public and private employers. Personal internet 
accounts are broadly defined to include social media and email. An applicant 
cannot be denied employment and an employee cannot be discharged or 
disciplined for failing to grant access or permit the employer to observe the 
personal internet account. Students cannot be denied admission or disciplined 
for failing to grant access to or allow the observation of the personal internet 
account. There are important exceptions to this rule. For example, employers 
may still access: 

 • Personal communication devices provided by the employer; 
 •  Accounts created by the employer and used for the employer's business; 
 • Personal accounts when necessary to comply with laws or to investigate 

work-related conduct.  
Other exceptions exist. The employer may continue to access employee 
information that is freely available on the Internet.   

Violation of the IPPA is a misdemeanor punishable by a fine not exceeding 
$1,000.  Employees or applicants who are victims of IPPA violations may bring 
civil actions for injunctions, damages not exceeding $1,000 and attorneys' fees 
and costs. For guidance on these issues, please contact the Intellectual Property 
Group at Kerr Russell.  ~ Robert J. Pineau 

CONTROLLING CORPORATE INFORMATION ON PERSONAL DEVICES 

It is now the norm for employees to own smart phones, tablets, laptops, flash 
drives and other devices from which they can access  employer or customer 
data. To protect this confidential or sensitive information, employers should 
consider adopting a policy regarding employees’ access to corporate information 
from their personal devices.  Here are some policies to consider.  

Data Protection and Security.  Policies should be adopted that discuss and 
limit the access or download of company data onto personal devices. This may 
include complex password protection, a limitation on employees' device options, 
or restricted access to particularly sensitive company/customer data. Employers 
should consider requiring employees to create a secure area for company data 
and activity on the employee’s personal device. This will allow the employer to 
easily secure that data and information when the employee departs the 
company. 



 
Email and File Sharing.  Employers should limit or prohibit the sending of particularly sensitive information via 

email, or require encryption to avoid access by unintended recipients. Similarly, employers must be careful in 
allowing unfettered use of file sharing sites such as DropBox or Google Drive. 

Employee Privacy.  Employers should clearly define and limit the employees' expectations of privacy on  
personal devices used for business purposes. If an employee is storing corporate or customer information on a 
personal device, the employer must reserve the right to demand access and removal of such information. 

Theft or Loss.  Employers should institute strict procedures for reporting lost or stolen devices, ideally within 24 
hours of the loss. A lost or stolen device that contains (or has access to) sensitive corporate information should be 
remotely wiped to protect against data theft or intrusion. 

End of Employment.  Employers should specify procedures for deleting company/customer data from an 
employee's personal device upon termination. Personal devices should be disconnected from the company network 
and wiped of all company data, including e-mail and access to company servers or cloud storage. 

Compliance.  Employers must require continued compliance with their existing electronic device (such as phone 
and computer), Internet usage, social media and other employment policies including confidentiality, harassment and 
discrimination policies.  

The various issues that an employer must address with respect to personal technology devices are plentiful. For 
this reason, it is important for employers to address these issues and develop policies that will best position them to 
protect  company data and  information when stored on employee-owned devices. For advice on protecting employer 
information, please contact the Intellectual Property Group at Kerr Russell.  ~ Max Sneyd 

COPYRIGHT FAIR USE: ALWAYS A COMPLEX QUESTION 

Last month, a US District Court  in New York issued an opinion in Authors Guild, Inc. v. Google, Inc.  The opinion 
granted summary judgment to Google on its infamous "Google Books" project which has now scanned and digitized 
some 20 million books.  The entire digital books were then made available to certain libraries that had helped Google 
by providing books for scanning, while only "snippets" (small excerpts of each book) were made available to the 
general public. Because Google had clearly copied the books without permission, it had no viable defense to claims 
of copyright infringement other than "fair use". 

In holding that Google's behavior was fair use, the Court focused on the four statutory fair use factors which are: 
(1) the purpose and character of the use, including whether such use is of a commercial nature or is for nonprofit 
education purposes; (2) the nature of the copyrighted work; (3) the amount and substantiality of the portion used in 
relation to the copyrighted work as a whole; and (4) the effect of the use upon the potential market for or value of the 
copyrighted work.  The Court found that the first, second and fourth factors all weighed in favor of fair use and that 
the third factor weighed only slightly against fair use.  The Court noted that the digitization process was a 
transformative use that actually created a larger market for the books as Google's digitization process expanded the 
public's access to the books and did not tend to usurp sales because the public was able to access only snippets, 
not the entire books. 

The Author's Guild case serves as an excellent reminder that the use of another's copyrighted work, even in its 
entirety, can, under the appropriate and limited circumstances, be permissible without the authorization of the 
copyright holder.  It also shows that analyzing what is, and isn't, a fair use is a complex process that requires looking 
at all aspects of the use, including how the planned use is likely to affect the interests of the copyright holder. 

For guidance on intellectual property issues, including copyright and fair use questions, please contact the 
Intellectual Property Group at Kerr Russell.  ~ Dwayne Stresman 

 
 
 

 

 

For information about these and other intellectual property issues, please contact 
our Intellectual Property Group at 313-961-0200 

 
The information contained in this publication has been prepared for informational purposes only.  It is not 
legal advice, is not intended to be legal advice, nor does it create an attorney-client relationship with Kerr, 
Russell and Weber, PLC.  You should consult an attorney for advice regarding your individual situation.  

We invite you to contact us, and we welcome your calls, letters and electronic mail. 
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